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ABSTRACT

The purposes of the research were to study the framework for classifying the process of online
identity theft, to analyze Thai laws relating to online identity theft, and to analyze the elements of model
law of the United Nations draft treaty on cybercrime by using the framework and comparing content with
The Computer-related crime Act B.E. 2550 as amended B.E. 2560.

The research findings showed that 1) online identity theft could be classified into three processes;
data acquisition, alteration, and use of data, 2) Thai law does not stipulate an offence of online identity
theft, and 3) the draft treaty of the United Nations provided three proposals of model offenses of online

identity theft which covers three processes of the crime. However, the Computer-related crime Act does
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not stipulate such offence, and the existing offence does not cover all three processes of the crime.
Therefore, the researcher suggests improving the Computer-related crime Act by adding three new offences

relating to online identity theft using the United Nations model law.

Keyword: Computer crime, Identity theft, personal data, personal data protection law.
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