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ABSTRACT 

The purposes of the research were to  study the framework for classifying the process of online 

identity theft,  to  analyze Thai laws relating to online identity theft, and to  analyze the elements of model 

law of the United Nations draft treaty on cybercrime by using  the framework and comparing content with 

The Computer-related crime Act B.E. 2550 as amended B.E. 2560. 

The research findings showed that 1) online identity theft could be classified into three processes; 

data acquisition, alteration,  and use of data, 2) Thai law does not stipulate an offence of online identity 

theft, and 3) the draft treaty of the United Nations provided three proposals of model offenses of online 

identity theft which covers three processes of the crime. However, the Computer-related crime Act does 
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not stipulate such offence, and the existing offence does not cover all three processes of the crime. 

Therefore, the researcher suggests improving the Computer-related crime Act by adding three new offences 

relating to online identity theft using the United Nations model law.    

 

Keyword:ģComputer crime,ģIdentity theft,ģpersonal data, personal data protection law.  
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2:/:1�21@�D���ģ3ģ�9M��5�ģ�?5ģ1.�:1H��/:�>L���5/A3ģģ2.�:1�18�;�9���5/A3��5��:1�;H�G��ģE38ģ3.�:1�;��5/A3H�G��ģ 
 

2.ģ(3�:1/<D�1:83���3/:0H#0#=LD�=L0/��5��9&�:1F�1�11/��5/A32�/%&@��3#:��5/�</D!51�ģE38�:1/<D�1:83�
5���'18�5&E38�5&D�!�5��:%�/:/(< !:/�181:�&9��9!</�: �/0�:1�18#;�/:/(< D�=L0/�9&�5/�</D!51�ģ 

G�.: 1//ģH�0H/�/=��3/:0�;3���/:/�<��:�F�1�11/��5/A32�/��@��3�:��5/ </D�51�F�0D� :8ģ ģ2;319�
 181:��9��9�<�@�/�15���5/A32�/��@��3ģH/�G����3/:0�=L�;3���:��/:/�<�5:�:2;319�5:��:�1�A��;�:1F�1�11/��5/A3ģģģ
��3/:0�=LD�=L0/��5�G��:1�;3���/:/�<�2;319�5:��:�11/�18D.��=Mģ�?5 181:��9��9�<�/:/�<�D�=L0/�9��5/ </D�51�ģ
E��H/�/=�:��/:/�<�D� :8ģ 
 

3.ģ (3�:1/<D�1:83�5���'18�5&E38�5&D�!�5�!�%E&&�:%�/:/(< �:1F�1�11/��5/A32�/%&@��3!:/1�:�2%$<29��:
23'18�:�:!<ģF 0�;E%�!:/�15&�18&/%�:1�:1F�1�11/��5/A32�/%&@��3#:��5/�</D!51�ģE38D'1=0&D#=0&�9&�:%
�/:/(< !:/��3/:0H#0 

�:/1�:�2��<29��:23�18�:�:�<ģģģ�;3���:��/:/�<�D�=L0/�9��:1F�1�11/��5/A32�/��@��3H/�ģ3 E�/�:�ģ�>L�D/?L5
�;/:/<D�1:83��:/�15��:1�;E���18�/��:1F�1�11/��5/A32�/��@��3 �/�:ģ�:��/:/�<�E��38E�/�:�H/��15��3@/



�:1�18�@//<�:�:118�9��:�<�:1�9��:1D��F�F30=E38�/9��11/ģ�19M��=Lģ9 
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�:1�18�;�9M�ģ3ģ�9M��5�ģE��3:��;3���/:/�<��9M�ģ3ģE�/�:��82:/:1��15��3@/�:1�:1F�1�11/��5/A32�/��@��3H��
50�:�D����18�/��:1ģE��D/?L5/<D�1:83�D�1=0�D�=0��9��:��/:/�<��:/��3/:0H�0 �/�:ģ 181:��9��9�<�/:/�<�D�=L0/�9�
�5/ </D�51�ģH/�/=�/:/�<�D� :8�=L�15��3@/�:1�18�;�9M�ģ3ģ�9M��5��9�D���E�/�:��9M�ģ3ģ�5�23�18�:�:�<ģ 
 

5.<'1:0(3�:1/<�90 

1.ģ�3�:10>�1:ģ �/�:ģ�:1F�1�11/��5/A32�/��@��3ģ(Identity theft) D�<��> M�H��F�0H/��;�9�2.: E/�3�5/ 

E38D��F�F30=ģG��:��1�=5:�H/�D�=L0/��5��9�5:��:�11/�5/ </D�51�ģD���ģ�:1F�1�11/��5/A32;D�:�9�1�18�:��H�G���;
�@1�11/�:�D5�2:1ģE��G��=L�= M�80>�1:D� :8�:1F�1�11/��5/A32�/��@��3G��:�8�=LD���/<�=�:13�>L��5�5:��:�11/
�5/ </D�51�ģ50�:�H1�K�:/5:��:�11/�=M/=39�1�8ģE38/<�=�:1�=L33:�33:0ģ5=��9M�H/�/=�;�<0:/G�39�1�8�15��3@/�9L/H�ģ
G��:1 <�:1�:��3/:0�=LD�=L0/��5��>��>M�50A��9� 2�<�11/G�E��38�1�=�=L/=1:038D5=0�E����:��9�ģ�:��:10>�1:D5�2:1E38
/11��11/�:�/<�:�:1 �/�:/=�:10>�1:/<D�1:83� 2�<�11/D�<��18�/��:1�5�5:��:�11/�18D.��=Mģ�>L�E����:1�18�;
D����9M��5�0�50ģE���9�/<�:�:1�;E���9M��5��:1�18�;H/�E����:��9�ģģD��� 

�:1�;E��1A�E�� 2�<�11/�:1F�1�11/��5/A32�/��@��3G�1A�E��/��1ģ(Identity theft Cycle)    (Steve, 

Chad, Conan, & Mark, 2011)ģģ�>L��;E��D����9M��5�0�50ģ�?5ģ1)ģ�9M��5��:1���3:ģ(Discovery stage)  �3�:/�?5ģ5:��:
�1H��/:�>L���5/A32�/��@��3ģF�0G��/<�=�:1��:�JģD���ģ�:1D��:�>��5/ </D�51�D ?L5H��9��>���5/A3 ģ2)ģ�9M��5��:1�;D�<��:1ģ
3/:0�>�ģ�:1�;��5/A318�@�9/�5�D30?L5�=LH��/:ģH�D�1=0/2;319��:13�/?5�18�;D ?L5E2/��18F0���G��9M���5H�ģD���ģD����9��=ģ
2/9�1�9�1D�1�<�ģ2/9�1G���:��:1�?M5�:055�H3��ģ3)ģģ�9M��5��:13�/?5ģ�18�;�:1D ?L5G3�H��/:�>L��19 0�2<�31?5�18F0���ģ
D���ģ�:1G���9�1D�1�<��=LD����>M�G��:/�5�D30?L5H��?M52<���:31?5�1<�:1ģ 

�:1�;E��1A�E���:1F�1�11/��5/A32�/��@��3E��ģ2ģ�9 M��5�ģ(Nazura, Anita, & Hossein, 2015)ģ�?5ģģģ
�9M��5��:1H��/:�>L���5/A32�/��@��3F�0/<�5�ģE38ģ�9M��5��:1�;��5/A318�@�9/�A�5?L�H�G��G��:�/<�5�ģ(Fraudulent use) 

D����;H�G���;�@1�11/��:�Jģ31?5335�3/��A�5?L�5=��5�3�>L�ģģ 
�:1�;E��1A�E���:1F�1�11/��5/A32�/��@��3E��ģ3ģ1808ģ(Marco,2007)ģH��E��ģ1808�=L3�>L�ģ�:1H��/:�>L���5/A3

2�/��@��3ģ(Obtaining information)  1808�=L25�ģ�:1�18�;D�=L0/��5��9���5/A3ģ��5��=L�8�;H�G���18�;�<�ģ(Interaction 

with information prior to the use) D���ģ�:1�:0��5/A3ģ1808�=L2:/ģ�:1G����5/A32�/��@��3G��:1�18�;�<���:�JģD���ģ
�:1�;H�335�3/���5F���@��35?L�ģ 

�:�E�/�:��:1�;E��1A�E����:�JģD/?L5�;/:D�1=0�D�=0�D�?M53:�5��:1�18�; �/�:/=�9M��5��:1�18�;2;�9�
�3�:0�3>��9�F�0E���H��ģģ3ģģ�9M��5��?5ģ1.�:1H��/:�>L���5/A3ģ2.�:1�18�;�9���5/A3��5��:1�;H�G��ģE38ģ3.�:1�;��5/A3H�
G��ģģ�>L��:�/<�90�=M�8�;E��38�9M��5�/:/<D�1:83�5����18�5�E38�5�D���5���3/:0H�0E38D�1=0�D�=0��9��:��/:/�<�
�:/1�:�2��<29��:23�18�:�:�<��5H�ģģģ 

2.ģ�3�:10>�1:/:�1�:1�:���3/:0�5�H�0ģ �/�:ģG�.: 1//H/�/=��3/:0�;3���/:/�<��:�F�1�11/��5/A3
2�/��@��3�:��5/ </D�51�F�0D� :8ģE��/=��3/:0�=LD�=L0/��5�ģ2ģ��9��9��=Mģ 

(1)ģ 181:��9��9�<�@�/�15���5/A32�/��@��3ģ .0.ģ2562ģ/=�3�9��9�G�D�?5�/<�@�:0�ģ .0.ģ2565ģE/�/�: /=�/:/
D�=L0/��5�F�0�1��9���5/A32�/��@��3E38�;3���<0:/�5���5/A32�/��@��3G�/:�1:ģ6ģ/�:ģ��5/A318�@�9/�@��3H��H/�/�:
�:��1�31?5�:�5�5/ģģE��H/�G��D�����3/:0�=L�;3���:��/:/�<��:�5:�:2;319��:1F�1�11/��5/A32�/��@��3ģ�9M��=MD/?L5
 <�:1�:�9/��/:�1:�5� 181:��9��9�<�=M�82:/:1��;E��D���339��:12;�9�25�2�/��=L50A���E�/�<�E����:��9�ģ(��:�<�ģ
�5�1/=/�0�, 2564)ģ�?5ģ1.ģ�;3��3��:�=LG3��A��/��@/��5/A3��5��9�G3�/=/:�1�:119�1:�/:/�35�.90ģ�>L�50A���E�/�<��/:/
/9L����35�.90�5���5/A331?5�/://9L����35�.902:12�D�0ģ( Information security) 2.ģ�;3��G3��A��/��@/��5/A3��5�
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5�:�5<�ģi�:��:���3/:0jģ(Legal or lawful basis) D���ģ�:1�5�/:/0<�05/�:�D��:�5���5/A3ģ�8D3K�H��/�:��3/:0�=M/=
339��:1�;3��3��:�=LE���A��/��@/��5/A3ģ(Data controller)  D���ģ�A��18�5��:1�=LD�K�1/�1//G��D���D�0��5/A32�/��@��3
�5��A�G���1<�:1ģ��5�/=3��:�=L��:�JģD���ģ�:1�5�/:/0<�05/��5��:1D�K�1/�1//ģģ(/:�1:ģ24ģ/:�1:ģ26)ģ�:119�1:�/:/
�35�.90��5/A3ģ(/:�1:ģ37)ģG��1�=�=L/=�:1�:1F�1�11/��5/A32�/��@��3ģģ�A��/��@/��5/A35:���5�D����A�19��<�3:��1:��/�:
H/��9�G3�/=/:�1�:1��5��9�19�1:�/:/�35�.90�=LD3/:82/ģ(/:�1:ģ37)ģģ�>L�5:��;H�2A�F�1�19��:����15�ģģ50�:�H1�K�:/ģģ
 181:��9��9�<�=MH/�H���;3���:��/:/�<�5:�:2;319�5:��:�1�=LD����A���5G3�D�<�.90�@��:/31?5�18�;�:1F�1�11/��5/A3
2�/��@��3ģģģģ339��:1�=MD���H�G�E�/�:�D�=0/�9���3/:0�@�/�15���5/A32�/��@��323.: 0@F1�ģ(GDPR)  �>L�H/�G����3/:0
�=L�;3���/:/�<�5:�:2;319�5:��:�1�=LG��/<�=�:1��:�JģG��:1F�1�11/��5/A32�/��@��3ģģE���:1�/��@/5:��:�11/
�18D.��=M�8��5� <�:1�:��3/:05?L�ģ 

(2)ģ 181:��9��9�</�:��/0�:1�18�;�/:/�<�D�=L0/�9��5/ </D�51�ģ .0.ģ2550ģE38�=LE��H�D <L/D�</ģ .0.ģ2560ģD���
��3/:0D� :8D�=L0/�9�5:��:�11/�:��5/ </D�51�ģE��H/�H���;3���:��/:/�<�D�=L0/�9��:1F�1�11/��5/A32�/��@��3�:�
18���5/ </D�51�31?555�H3��ģ(Online Identity theft) �:1�19�G����3/:0�>��>M�50A��9�2.: ��5D�K��1<��5� 2�<�11/ģģ 

3.�3�:1/<D�1:83�5����18�5����E���:��/:/�<��:1F�1�11/��5/A32�/��@��3�:/1�:�2��<29��:23�18�:�:�<ģģģ
 �/�:/=�:1�;3���:��/:/�<�H/�ģ3ģE�/�:��:/��5D2�5�5��A�E���18D�0��:�JG���8�;�:�ģ�9��=Mģ 

3.1ģ1A�E���:��/:/�<����E��E�/�:��=Lģ1ģ(Proposal 1)ģ1ģD1=0��?L5�/:/�<�/�:ģi�:1H��/:�>L�1392��:�31?5
/:�1�:1��5��9��5��@��35? L�jģ( Illegal obtaining or receiving of passwords) /=5����18�5�1�:��:��/:/�<�/�:ģ
i�18D�02/:�<��8�;D�<��:1�=L�;D���D ?L5�;3���:��/:/�<�5:�:�:/��3/:0.:0G�2;319��:1�18�;ģF�0D���:��/0
�18�:1G�JģG��:1H��/:31?5H��19��>L�1392��:�31?5/:�1�:1��5��9��:1D��:�>�G�Jģ�5�18���5/ </D�51��5��A�5?L�jģ1�:�
/:�1:�=MD2�5F�0�1:�<3E382<���F�1�ģ(Ad Hoc Committee, 2022)ģD/?L5�;D�?M53:�:��/:/�<��=M/:/<D�1:83��:/�15��:1
�;E���18�/��:1F�1�11/��5/A32�/��@��3�:��5/ </D�51�ģ �/�:ģD�=L0/��5��9��9M��5��:1�18�;�9��=Mģ1.ģ�9M��5��:1
H��/:�>L���5/A32�/��@��3ģD�? L5��:���5/A3�=LH��/:5:�D����1�=�:1H��/:�>L�1392��:�ģ�? L5�A �G���:�ģ��5/A3�:1D��:�>�18��ģ
(Credential) �>L��9�D�����5/A3�=L2:/:1�18�@�9/�A�G���:�59�D�����5/A32�/��@��3H��ģģ2.ģ�9M��5��:1�18�;��5��5/A3339��:1
H��/:ģģ�:��/:/�<����E��E�/�:��=Lģ1ģH/�/@��D����:1�18�;339��:1H��/:�>L���5/A3ģD���ģ�:1E��H�D�3=L0�E�3�  ģ3.ģ�9M��5�
�:1�;��5/A3H�G��ģģ5����18�5��5��:��/:/�<��=M/@��D����=L�:1H��/:31?5H��19�ģ(Obtain or receive) �>L�1392��:��5��A�5?L�ģģ
�>L�D/?L5H��/:E3�/5:��;H�G���18�5�5:��:�11/�18D.�G��KH��ģF�0 2�<�11/�:1H��/:�>L�1392��:�31?5/:�1�:1��5��9�
2:/:1�D��:5����18�5�D����/:/�<�2;D1K�G��9/D5�ģE/�09�H/��1:��/�:/=�:1G��1392��:��9M�D��:�>��5/ </D�51�31?55@��1��
D ?L5�;H��18�;�/:/�<�G��K�:/ģ 

3.2ģ1A�E���:��/:/�<����E��E�/�:��= Lģ2ģ(Proposal 2)ģ�?5�/:/�<��:��:1�35/�9/D����@��35?L�ģ
(Impersonation)  /=5����18�5��:/�9/��/�:ģ<�18D�02/:�<��8�;D�<��:1�=L�;D���D ?L5�;3���:��/:/�<�5:�:�:/
��3/:0.:0G�2;319��:1�18�;ģF�0�@�1<�ģ�18�;�:1G�JģG��:1G��ģ3:0/?5�?L55<D3K��15�<�2�ģ1392��:�ģ31?5ģ2<L�����=M31?5
18�@�9/�@��3G�Jģ�5��@��35?L�jģD/?L5�;D�?M53:�:��/:/�<��=M/:/<D�1:83��:/�15��:1�;E���18�/��:1F�1�11/��5/A3
2�/��@��3�:��5/ </D�51�ģ �/�: �15��3@/�9M��5�339��:�H��/:�>L���5/A32�/��@��3ģF�0D� :8�9M��5��=Lģ3ģ�?5�:1�;H�G��ģģģģ 
-/<D�1:83�D�1=0�D�=0��9�ģ 1�.�5/ </D�51�ģģH/�H���;3���/:/�<�1A�E���=MF�0D� :8E��5:�D��:��:0�/:/�<��:�/:�1:�5�
�>M�50A��9���5D�K��1<�D����1�=H�ģD���ģ�:1G��3:0/?5�?L55<D3K��15�<�2��5��A�5?L�D ?L5�18�5��:1335�3/��:�55�H3���KD���
�:1�;��5/A3�35/31?5D�K�D��:2A�18���://:�1:ģ14ģ(1) 50�:�H1�K�:/ģD�?L5��:� 181:��9��9�<�=MH/�/=�:��/:/�<�D� :8
�9�D�����3/:0���E��E�/�:��=Lģ�>�5:�H/�2:/:1��19�G����3/:0�15��3@/�:1F�1�11/��5/A32�/��@��3�:��1�=ģD���ģģģ
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5:��:�1G��3:0D�K�5<D3K��15�<�2��5��@��35?L�F�0H/�H��19�5�@�:�E���:1�18�;�9M�09�H/�D��:5����18�5�/:�1:ģ14ģ(1)ģ
D�?L5��:�H/�/=39�1�8��:�8�;G3��18�:���9L/H�D2=03:0ģģ 
ģģģģģģģģģģģ3.3ģ1A�E���:��/:/�<����E��E�/�:��=Lģ3ģ(Proposal 3)ģ�/:/�<��:�ģi�:1D��:�>���5/A318�@�9/�@��35?L�F�0/<
�5�jģ(Unauthorized access to personal data)  /=5����18�5�1�:��:��/:/�<�/�:ģ�18D�02/:�<��8�;D�<��:1�=L
�;D���D ?L5�;3���:��/:/�<�5:�:�:/��3/:0.:0G�2;319��:1�18�;ģ�:1D��:�>�F�0/<�5��>L ���5/A318�@�9/�5��@��3
5?L�ģF�0/=D���:�;3:0ģE��H�ģ�;�M;ģ31?5ģE3�D�3=L0�jģ1�:�/:�1:�=MD2�5F�0192D�=0ģD�3:1@2ģ�=�ģ�<�:1:�9/ģģ�@1@��=ģ�:�<�<
2�:�ģD/?L5�;�9/���:��=M/:/<D�1:83�.:0G���15��18�/��:1 �/�:/=�5�D���/�:�2:/:1��15��3@/�:1�18�;�9M�ģ3ģ
�9M��5�ģD 1:8�:1D��:�>���5/A3�@��35?L��5��:��8D����:1�;G3�H��/:�>L���5/A3�:/�9M��5��=Lģ1ģģ339��:��9M�5:�/=�:1D��:�>�
��5/A3D ?L5E��H�D�3=L0�E�3���5��:1�;H�G��ģE38G��9M��5��:1�;H�G���K5:�D����:1G��D ?L5D��:�>���5/A32�/��@��35?L�ģģD���ģ
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