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Abstract 

In the Internet and Wireless communication environment, 

authentication of the users is very important. This article proposed 

scheme to improve security in a general authentication system by using 

2-steps verification from smartphone application. The propose scheme 

is simple, flexible and can used in daily life. The simulation and results 

shown adding 2-steps, verification process can increase the security of 

the system and simplify the password of users. 
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Time-based One-time Password Algorithm (TOTP) : 

(Shared secret key) 

RFC 6238 [6][7] 

Open Authentication (OATH) 

(Two 

Factor Authentication) 

(secret key) (timestamp)

(cryptographic hash function) 

 

Google Authenticator (GA) [8- ] : 

GA TOTP RFC 

6238 GA 

GA 

(Time Based)  
 

function GoogleAuthenticatorCode(string secret) 

   key := base decode(secret) 

   message := floor(current Unix time /  

   hash := HMAC-SHA key, message) 

  offset := last nibble of hash 

 bytes starting at the offset  

  truncatedHash := hash[offset..offset+  

/ remove  most significant bit  

   Set the first bit of truncatedHash to zero  

  code := truncatedHash mod  

   pad code with  until length of code is  

   return code 

Pseudocode for One Time Password OTP 

3  

TOTP 

GA_key  GA_enable 

TOTP  

 

CREATE TABLE  user_password ( 

          username VARCHAR( 32 ) NOT NULL , 

          password VARCHAR( 32 ) NOT NULL , 

          GA_key CHAR( 16 ) NOT NULL , 

          GA_enable TINYINT( 1 ) NOT NULL , 

          PRIMARY KEY (  `username` ) 

)  

 

2  

 

-  

 

 

PHP [9] (Secret key) 

QR-Code 

TOTP GA 

GA 

QR-Code  

APJZW4PN7NMGS3ZT GA

 - QR-Code 

GA TOTP GA Code  096843
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